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Definitions

Web Service:
• An API to a remote procedure
• Typically accessed over HTTP
• Machine-to-machine communications 
• Allows data source to be loosely coupled to 

applications
• Makes systems reusable
• Very popular with Twitter, Facebook, Amazon, etc
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SOAP:
• XML Message passing protocol 
• Numerous ʻWS-ʼ standards
• Associated with “Big” Web Services

• Most vendor SOA solutions use 
SOAP
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• Accessed and manipulated with standard HTTP 
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• Lightweight client requirements
• Stateless (every request is self-contained)
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XML Gateway - What it does

• Parses all Inbound and outbound XML messages
• Inspection and modification of XML messages 

• Replace “Username” value in inbound XML message 
with value extracted from client certificate

• Prevent spoofing
• Blank-out Student Number value in outbound XML 

messages 
• Prevent accidental leakage of confidential info
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Next Steps

• LDAP groups for developers (done)
• Upgrade CAS (Currently 3.3.2)
• Use SAML tokens
• Integrate with new CMS
• PKI?
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rosenberg@sfu.ca

(I’ll put you in touch with Ray)
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