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Who am I

• Jim Yang 

• 5 Years Identity Management Consultant 

• Co-founder of Safehaus.org 

• Project Lead of Penrose 
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Open Source IdM Projects
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OSS Identity Management Map



Where is IdM in 2007

• Infrastructure (Commoditized, Strong 
Standards)

• Middleware (Partially Commoditized, Effective 
but incomplete technical standards)

• Application (not at all commoditized, weak or 
nonexistent open standards)



Common Identity 
Management

•Directory Services

•Access Management 

• Identity Administration

• Identity Provisioning



1. IDENTITY SILOS ARE EVERYWHERE. 
2. A SINGLE CENTRALIZED DIRECTORY IS NOT FEASIBLE FOR MOST ORGANIZATION. 



How to deal with 
Identity Silo

• Directory enabled your applications

• Use Virtual Directory for quick linkage 
between multiple AUTHORITATIVE identity 
silos 



Demo
Virtual Directory

Objectives:

• Join two identities from database (MySQL) and 
directory (OpenDS) based on common key 
(username)

• Create MemberOf View in LDAP from users/groups 
stored in a database



Tools used for Demo

• Database Server: MySQL

• Directory Server: OpenDS

• LDAP Client: LDAP Studio

• MySQL Client: CocoaMySQL

• Penrose Server

• Penrose Studio 







Access Management



CAS 3.1 OpenSSO JOSSO 1.5

AuthN Model Kerberos Style Agent based* JAAS*

AuthZ N/A Through AM JAAS

Client Support √ √ √ √ √ √ √ √ √

Learning Curve √ √ √ √ √ √ √ √ √ √

User Community √ √ √ √ √ √ √ √

Interoperability √ √ √ √ √ √ √

Federation Support/Non-
Standard

SAML 2.0 Support/Non-
Standard

OSS Web-SSO Comparison



OpenSSO Highlight

• Authorization/Policy Service through AM

• Federation via SAML and Liberty Service

• Integrates well with J2EE model



JOSSO Highlight

• Non Intrusive (JOSSO-enabled App has no 
run-time dependency with JOSSO)

• JAAS-based (Access Control through J2EE)

• Transparent (no proprietary API)

• Handle the authentication flow and leaving 
user identity accessible via Servlet/EJB

• End-to-end declarative integration with 
Jboss and tomcat



Provisioning



Core User Provisioning 
Capabilities

• Connectors Breath

• Delegated Administration (use LDAP Group)

• Self-Service

• HR-Application support







Join Conversation at
http://groups.google.com/group/safehaus
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